Abstract.

How to test an IPS
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Basics of IPS testing

& # LI )
* ! # ! " "

The need for a context
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Testing response to intrusion attempts

Scans mitigation
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The need for mitigation

Scan detection and prevention issues
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Testing for anti-scanning
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Qualification scans
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Testing intrusions blocking

Basics of intrusion testing
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Generating appropriate exploits
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Testing evasion
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Confusion
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Denial of Service and Traffic policing

Mitigating Denial of Service attacks

Issues in testing DoS attacks mitigation
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Reducing the impact of attacks
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Simulating worms
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Tunnels Investigation

Covert Channels issues

What are covert channels?

! # 1
-6" .1 !
- # "D
& # 9
! #
-6 4 "1
# o # -$4 EF &
n $&& Y B& K 7TF C38
! " # # #
! #
&— E 1 11
& * "
1 1
o1 ,
#y o # #
V' # 4
"ol 7 + 81
# I JKIP " 41
#
Testing covert channels prevention
& ¢ ! I #
0& # I 7
(& # "
44 % b
1 L 1
# ' 3t

Application based channels
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Encapsulation and encryption

Basics about encapsulation and encryption testing
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Addendum

Typical testing architectures

Firewalls
(if present in the target architecture)
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