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History and concepts

Lampson's Covert Channels
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Bouncing
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Application layver bounces
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1 INVITE sip:bob@sipserver.com SIP/2.0

2 Via: SIP/2.0/UDP www.prendsmoipouruncon.com;branch=z9hG4bK776asdhds

3 Max-Forwards: 70

4 To: Bob <sip:bob@sipserver.com>

5 From: Renaud <sip:renaud.bidou@prendsmoipouruncon.com>;tag=1928301774
6 Call-ID: a84b4c76e66710@www.prendsmoipouruncon.com

7 CSeq: 314159 INVITE

8 Contact: <sip:admin@prendsmoipouruncon.com>

9 Content-Type: application/sdp

10 Content-Length: 142
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Multiplexing bounces
n % & % II% L] n n * n % & (%
H n $ nun O n n $ * ) C ( F &
n n C ! ! n $ n n II% J . >+ K - n n
II% n n n % Ll n nmn n n n
I ! ! nn I
Hands-On
_ n ! nw - n % $ (% * ) n
"% S # $ % ¢l "% "ol
* nn % $ n ll[]/0 n % %
ll[]/0 & n II) n $ n ! m n
(% $ n % II% n * %II II% n
6 "4"5"% $ ! " 1 Bapks.confd R " !
#TYPE ID TTL SOURCE SPORT DPORT SEQ SEQ_ACK URG ACK PSH RST SYN FIN WIN DATA ACTION
E 1 * * 80 * * 12345 0 1 0 0 1 0 * * NEXT (2)
F 2 % * 80 * * 67890 0 1 0 0 1 0 * * NEXT (3)
F 3 * * 80 * * 13579 0 1 0 0 1 0 * * CMD ("service ssh start")
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#TYPE ID TTL SOURCE SPORT DPORT SEQ SEQ ACK URG ACK PSH RST SYN FIN WIN DATA ACTION
E 1 = * * 80 12344 0 0 0 0 0 1 0 * * NEXT (2)
F 2 * * * 80 67889 0 0 0 0 0 1 0 * * NEXT (3)
F 3 * * * 80 13578 0 0 0 0 0 1 0 * * CMD ("service ssh start"
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